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Protection of: By using the mechanisms of: 
People Education and training 











Business continuity planning measures 
Physical security measures 
Application and system development 
measures 
By ensuring their: In the following environments: 
Confidentiality Operations security 




































































































































































Intruders are prepared and organized, internet attacks are easy, 
low risk, and hard to trace 
The complexity of the Internet, protocols, and applications are all 
increasing along with our reliance on them 
Source code is not required to find vulnerabilities 
Intruder tools are increasingly sophisticated, easy to use, 
especially by novice intruders and designed to support large-
scale attacks 
System and network administrators not prepared due to: 
• Insufficient resources 
• Lack of training 
Critical infrastructures increasingly rely upon the Internet for 
operations 
Intruders are leveraging the availability of broadband 
connections: 
• Vulnerable home users computers 
• Collections of compromised home computers are good 


















































































































The  theft of national  security  information  from a government agency or 
the  interruption of  electrical power  to  a major metropolitan  area would 
have  greater  consequences  for  national  security,  public  safety,  and  the 







































































































































































































































































































































































































































































































































































































































































Organizations  have  found  it  increasingly  difficult  to  justify  the  costs 
surrounding the purchase, development and use of IT.  The value of IT/IS 
investments are more often justified by faith alone, or perhaps what adds 





















































































































































































































































































































































































































































































• Information security policy, objectives, and activities that reflect business 
objectives 
• An approach and framework to implementing, maintaining, monitoring, and 
improving information security that is consistent with the organizational culture 
• Visible support and commitment from all levels of management 
• A good understanding of the information security requirements, risk assessment, 
and risk management 
• Effective marketing of information security all managers, employees, and other 
parties to achieve awareness 
• Distribution of guidance on information security policy and standards to all 
managers, employees, and other parties 
• Provision to fund information security management activities 
• Providing appropriate awareness, training, and education 
• Establishing an effective information security incident management process  
• Implementation of a measurement system that is used to evaluate performance in 































































































































































or  organizations).    The  boundaries  of  the  phenomenon  are  not  clearly 














Phenomenon is examined in a natural 
setting. 
The investigator may not specify the 
set of independent and dependent 
variables in advance. 
Data are collected by multiple means. The results derived depend heavily on 
the integrative powers of the 
investigator. 
One or few entities (person, group, or 
organization) are examined. 
Changes in site selection and data 
collection methods could take place as 
the investigator develops new 
hypotheses. 
The complexity of the unit is studied 
intensively. 
Case research is useful in the study of 
“why” and “how” questions because 
these deal with operational links to be 
traced over time rather than with 
frequency or incidence. 
Case studies are more suitable for the 
exploration, classification and hypothesis 
development stages of the knowledge 
building process; the investigator should 
have a receptive attitude towards 
exploration 
No experimental controls or manipulation 
are involved. 





























































 single-case designs multiple-case designs 
holistic 
 














































































every  exploration…should  still  have  some  purpose.    Instead  of 
propositions,  the  design  for  an  exploratory  study  should  state  this 







































































































Tests Case Study Tactic Phase of research in 
which tactic occurs 
Construct 
validity 
• Use multiple sources of evidence 
• Establish chain of evidence 







• Do pattern-matching 
• Do explanation-building 
• Address rival explanations 







• Use theory in single-case studies 
• Use replication logic in multiple-case studies 
research design 
research design 
Reliability • Use case study protocol 





























































































































































































































































































Executive Orders OMB Circulars 
National Security Directives Public Law 
White House Policy and Strategy DOD Level Policy 
House of Representatives NSA Security Guides 
Chairman of the Joint Chiefs of Staff 
Guidance 
Department of the Army Policy and 
Instruction 
Department of the Navy Guidance Department of the Air Force Instruction 
Marine Corp Instructions DISA Instructions 
GAO Reports NIST Publications and Standards 













































ASD/NII DIAP Executive To establish a performance 
evaluation framework and 
plan that provides an 
accurate and reliable means 
of depicting and 
communicating the 
“effectiveness” of IA 
JQRR Joint Staff COCOM & Combat 
Support Agencies 
To report IA readiness, 
personnel/ training 
programs, equipment 
acquisition, and risk 
assessments at Combatant 
Commands and supporting 
agencies 
DoD CIO, CNDA 
STRATCOM 
CC/S/A, CND Service 
Provider, Component HQ 
To evaluate trends in policy 
compliance, resource 
requirements, and policy 
adequacy 
FISMA OMB DoD and Federal 
Agencies 
To comply with quarterly 
and annual security reviews 
& reporting requirements 
IA&I 
Assessments 
DOT&E COCOM & Service 
fielded networks/sys. 
To assess IA&I of fielded 
systems through Combatant 




JTF-GNO Global & regional NOSCs To track and report cyber 
events and intrusions as 

































































































































































































































































Data processing is done on interconnected 
systems 
Information security is a 
prerequisite to information 
superiority 
Dependence on information systems is high 
Command and control systems are too 
critical to fail 
 
Support functions are information system 
driven 
Computer systems and servers 
are susceptible to viruses 
Air Force systems house sensitive and 
classified information 
Air Force systems are popular 


























































































































































































































































































































































































































































































































































 DOD Air Force NASA JPL 








implicit return on 
investment 








Improve control over 
processes 
Challenges Disparity between 
numerous data sources, 
too much time spent 
“cleaning” data, not 
enough personnel doing 
analysis, difficult to use 
massive amount of data 
collected 
Problems managing 
issues discovered, risks 




difficult to use massive 
amount of data 
collected  
Management 
intervention still required 
to enforce policy 
Process 
complexity 
Extremely high High Medium to Low 
Drivers FISMA, congress, other 
budget and 
effectiveness questions 
FISMA, congress, DOD 
questions, improvement 




Orientation Bottom-up, attempting 




keys to program 
Long history - co-
developed most 
standards, many data 
sources 
Air Force has increasing 
role in cyberspace so 
program should be put 
at forefront, many data 
sources 
Track record of success, 
credibility with 
leadership as well as 
other agencies like 
NIST, asset control 
Approach to 
automation 
Desired but not there yet Desired but not there 
yet 
In place and successful 
Time to market 
from policy to 
implementation 
Very slow Very slow Moderate 
Type of metrics 
collected 








Mix of technical, 
operational, and 
management-related 
Style of data for 
majority of metrics 






Ratio.   
Program success 
as perceived by 
organization 
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